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1. [bookmark: _Toc215680478]PURPOSE
The purpose of this policy is to ensure that all organisational data is consistently backed up, securely stored, and can be reliably restored in the event of data loss, corruption, or disaster. This policy establishes requirements for backup frequency, retention, storage, and testing to protect the integrity and availability of Aidacare information.
[bookmark: _Toc189468061][bookmark: _Toc215680479]SCOPE
This policy applies to all data, applications, and systems deemed critical for business operations, including servers, desktops, laptops, databases, and cloud-hosted services. All employees, contractors, and third-party service providers responsible for data management and IT operations should adhere to this policy. 
[bookmark: _Toc215680480]OUT OF SCOPE
· Systems or applications fully managed by third-party providers where the Aidacare has no control over backups. However, the policy will provide the foundational principles to be agreed with the third-party provider.
· Physical media not used for business purposes (e.g., USB drives, CDs).
· Systems, applications, or data scheduled for decommissioning, unless required for legal or regulatory purposes.

[bookmark: _Toc189468063][bookmark: _Toc215680481]DEFINITIONS
	Terms 
	Definition 

	Backup
	A copy of data stored separately from the original to enable recovery in case of data loss or corruption.

	Full Backup
	A complete copy of all selected data, regardless of whether data has changed since the last backup.

	Incremental Backup
	A backup of all data that has changed since the last backup of any type (full or incremental).

	Retention Period
	The minimum amount of time backup data must be stored before it can be deleted or overwritten.

	Restoration / Restore
	The process of recovering data from a backup copy and returning it to its original or a new location.

	Backup Schedule
	A documented plan that defines when and how backups are performed, including frequency and type.

	Recovery Testing
	The process of verifying that data can be successfully restored from backups.

	Media
	Physical or digital storage devices used to hold backup data (e.g., tapes, disks, cloud storage).

	Disposal
	The secure and permanent deletion or destruction of backup data and associated media.

	Business Impact Analysis (BIA)
	The process of identifying critical business functions and assessment of the impact of their disruption on the organisation.

	Recovery Time Objective (RTO)
	Defines the target recovery timelines for the restoration of business operations.

	Recovery Point Objective (RPO)
	Specifies the maximum acceptable amount of data loss measured in time before a disruption.

	Critical Systems
	IT systems, applications, or processes that are essential to business operations and should be prioritised for recovery. The critical systems are identified during the business impact analysis.


[bookmark: _Toc215680482]
NIST CSF REQUIREMENTS
Following are the key requirements from NIST Cybersecurity framework (NIST CSF) which are relevant to this policy:
	CSF Function
	Subcategory

	Protect (PR)
	PR.DS-11: Backups of data are created, protected, maintained, and tested

	Recover (RC)
	RC.RP-03: The integrity of backups and other restoration assets is verified before using them for restoration


[bookmark: _Toc215680483]
POLICY STATEMENTS
The following statements outline the recommended practices and standards for managing backups across Aidacare:
[bookmark: _Toc215680485]BUSINESS IMPACT ANALYSIS (BIA)
A Business Impact Analysis (BIA) should be conducted to assess critical business functions and establish the appropriate Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for effective backup planning.
The following policy elements, including, backup scheduling and management, backup frequency, backup retention, backup storage, backup restoration and testing, backup validation, backup security are applicable to the identified business critical applications.
For the business critical applications, IT Lead of Technology Asset should document backup related Standard Operating Procedures (SOPs), which should cover backup scheduling and management, backup frequency, backup retention, backup storage, backup restoration and testing, backup validation, backup security for the associated technology asset.

[bookmark: _Toc215680484]BACKUP SCHEDULING AND MANAGEMENT
· Backup activities should be scheduled and managed consistently to ensure data protection, reliable recovery, and continuity of business operations.
· All in-scope production environments should be backed up in line with this policy. Non-production environments should only be backed up by exception as needed.
· Backups should be planned and executed using a risk-based approach, considering business-defined criticality and availability requirements identified during the business impact analysis.
· Backup activities should be automated wherever possible to minimise the risk of human error and ensure consistency.
· Backup jobs should be continuously monitored through automated reporting or dashboards, with alerts configured to notify IT staff of any failures or anomalies.
· Backup logs should be reviewed regularly to confirm successful completion, and any failures should be investigated and remediated promptly.
· Any significant backup issues or risks that could affect business operations should be considered as an IT Incident and escalated to IT Lead immediately. 
· Backup schedules, configurations, and monitoring procedures should be documented and periodically reviewed to ensure accuracy and alignment with business and regulatory requirements.
· Backup practices should be reviewed as part of the annual policy review or after significant system or business changes, with adjustments made to improve effectiveness and reliability.
[bookmark: _Toc215680486]BACKUP FREQUENCY
Standard Operating Procedures (SOPs) should be documented for the identified critical applications which will document the requirements for backup frequency.
Following are the guidance for the best practices of backups of the key technologies. As such, backups should be planned and executed using a risk-based approach, considering business-defined criticality and availability requirements.
· VMs and Physical Servers: Incremental backups should be performed daily to capture changes since the previous backup, while a full backup should be performed weekly to provide a complete recovery point.
· SQL Databases: Backup of transaction logs should be performed every 15 minutes to minimise potential data loss. Differential backups should be performed on a daily basis. A full database backup should be performed weekly to maintain a consistent recovery point.
· Storage Systems (On-Premises NAS/SAN): Full backups of critical file shares and storage volumes should be performed weekly, ensuring that all essential data is available for recovery in case of failure.
Backup schedules should be reviewed periodically to align with business requirements. All backup activities should be monitored to detect failures, and any issues should be reported to CTO immediately.
[bookmark: _Toc215680487]BACKUP RETENTION
Backed-up data should be retained for periods that balance operational needs, long-term archival requirements, and compliance obligations, ensuring that historical data can be restored when required. Following retention timelines should be followed:
· Daily Backups: Retained for three months to allow recovery from recent incidents or inadvertent changes.
· Weekly Full Backups: Retained for four weeks, providing intermediate recovery points for operational continuity.
· Monthly Full Backups: Retained for six months, supporting long-term recovery and archival needs.
Retention periods should comply with any applicable legal, regulatory, or contractual requirements. Expired backups should be securely deleted to prevent unauthorised access.


[bookmark: _Toc215680488]BACKUP STORAGE
Backups of critical organisational data should be stored in a manner that ensures both availability and protection against data loss or disaster. All VMs and physical server backups, as well as SQL database backups, should be stored on the Aidacare’s on-premises NAS or SAN.
To enhance resilience, backups should be maintained in multiple locations wherever practical:
· Primary Storage: On-premises NAS/SAN for fast recovery and day-to-day operational needs.
· Secondary Storage: Offsite or cloud storage to protect against catastrophic events such as fire, flood, or hardware failure.
All backup media should be encrypted and access restricted to authorised personnel only. Backup storage should be regularly monitored to ensure integrity, availability, and compliance with retention requirements.

[bookmark: _Toc215680489]BACKUP RESTORATION AND TESTING
Backup restoration and testing should be performed regularly to ensure data and systems can be recovered within defined objectives. Any specific restoration requests should be approved by the IT Lead of Technology Asset. The team performing the restoration/testing should follow documented procedures and prioritise critical systems to minimise business disruption. Restoration tests should be conducted every 12 months, with results logged, reviewed, and used to strengthen future recovery processes.

	Industry Better Practices: 
· Maintain a restoration calendar by scheduling regular backup restore tests (daily, monthly, quarterly, annually) based on system criticality, and ensure ownership, documentation, and audit readiness for each event. Automate reminders and review the calendar quarterly to adapt to infrastructure or business changes.


[bookmark: _Toc215680490]DATA VALIDATION AND MONITORING
· All backup jobs should be monitored through an automated mechanism to confirm successful completion. System-generated reports and alerts should provide assurance that scheduled backups have run as intended and immediately flag any incomplete or failed jobs.
· The backup system should be configured to automatically validate the integrity of the data and information being backed up. This verification should extend to actual restores and integrity verification of the restored data.
· Backup failures should be logged as an Incident and alerts should be generated for timely review, and the relevant IT Lead of Technology Asset identified who can determine the correct or remedial action. Repeated failures should be escalated to the CTO and follow-up. 
· Continuous monitoring should be implemented to track backup activities, detect anomalies or unauthorised modifications.
[bookmark: _Toc215680491]BACKUP SECURITY
To secure backups, the following guidelines should be observed:
· Backups should be immutable, encrypted and kept secure at all times whether they are in backup devices, in-transit, stored for reuse, or for archival purposes. 
· Backup systems should be protected against unauthorised access, tampering, or theft. Access controls should be in place, and logs of backup activities should be regularly reviewed to detect anomalies.


[bookmark: _Toc215680492]ROLES & RESPONSIBILITIES
	Chief Executive Officer (CEO)
	· Review and approve the policy.

	Chief Technology Officer (CTO)
	· Accountable for implementing the backup policy. 
· Perform Business Impact Analysis (BIA) to identify critical business processes and associated recovery requirements.
· Monitoring of the Key Performance Indicators (KPIs).

	IT Lead of Technology Asset
	· Document backup related Standard Operating Procedures (SOPs) for the critical business applications identified during the Business Impact Analysis (BIA).
· Implement, manage, and monitor backups, as well as to perform restoration testing.
· Implement and manage backup schedules and configurations.
· Monitor and resolve backup issues, escalating where needed.
· Manage storage (NAS/SAN and offsite/cloud) and ensure encryption.
· Conduct and document restoration tests and maintain logs.
· Approve backup and restoration requests for their systems.
· Confirm backups meet business and retention needs.
· Review test outcomes and notify IT of system changes.
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RACI MATRIX
	Task 
	CEO
	CTO
	IT Lead of Technology Asset

	Review and Approve the Policy
	R
	A
	C

	Perform Business Impact Analysis (BIA) to identify Back-up requirements
	A
	R
	I

	Document Standard Operating Procedures (SOPs)
	-
	C
	A/R

	Plan and configure backup schedules
	-
	C
	A/R

	Perform Backup Execution (Scheduled backups/ Manual/ Ad-hoc back-ups)
	-
	I
	A/R

	Validate and monitoring of back-up success and failure
	-
	I
	A/R

	Validate backup integrity and perform data verification
	-
	I
	A/R

	Investigate failed backup jobs and backup related issues
	I
	C
	A/R

	Perform regular backup testing and restoration drills
	I
	C
	A/R

	Perform backup restoration when required
	I
	C
	A/R

	Manage vendor SLAs wherever required
	I
	A
	R

	Monitor Backup related KPIs and identify trends and areas of improvement
	I
	A
	R

	Monitor compliance to this policy
	I
	A
	R


[bookmark: _Toc189468067][bookmark: _Toc215680494]Legend
· R – Responsible: Performs the work required to complete the task or activity.
· A – Accountable: Has ultimate ownership of the task and is answerable for the final decision or outcome.
· C – Consulted: Provides subject matter expertise, guidance or input during the task.
· I – Informed: Receives updates on progress, decisions and outcomes but is not directly involved in execution.

RELATED DOCUMENTS 	Comment by Nadav Moas: Update once all policies are finalised.
· Disaster Recovery Policy.
· Incident Management Policy.

[bookmark: _Toc215680495]AUDITING 
· Policies and controlled supporting documents are reviewed annually by the G&R Coordinator and relevant stakeholders during the internal audits. Additional reviews may be initiated following significant changes or as requested by executive management. 
· Additional auditing or review cycles outside of the internal audit cycle, is highly encouraged. If required, outline in this section the frequency, the nominated auditor and how outcomes will be handled.
[bookmark: _Toc215680496]COMPLIANCE WITH POLICY 
Compliance with this policy is mandatory and a breach is considered to be a serious matter that may result in disciplinary action.  Disciplinary action will be based on the severity of the matter and may include immediate dismissal.    
Staff must familiarise themselves with, understand, and follow all relevant policies, procedures, and guidelines in the course of their duties. Failure to comply with these standards can negatively impact the organisation, its operations, and its reputation
[bookmark: _Toc215680497]POLICY CONTROL 
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